The ASM Story





“Great discoveries and improvements invariably involve the cooperation of many minds”.


Alexander Graham Bell





The Abnormal Situation Management (ASM) Consortium has almost completed 5 years of research into the things that often go bump in the night within the Chemical Process Industry (CPI).  This article will review some of the highlights of the program and will describe the future plans of the consortium.





The ASM Consortium was informally established in 1992 as an outgrowth of an effort to define improvements to current DCS alarm system technologies.  Realizing that the alarm system was but a part of the larger issue of the management of unexpected process upsets, a number of companies teamed with Honeywell IAC and the Honeywell Technology Center to develop a problem statement and a vision for the solution.  


In 1994 the Consortium was formally established as a joint research and development effort under the United States’ Cooperative Research and Development Act [CRADA].  The consortium applied for and won matching funding from the National Institute of Standards and Technology’s Advanced Technology Program for a 3.5-year, $16.6MM technology development effort to develop collaborative decision support system technologies.





The NIST program was focused on the development of a proof of concept system called AEGIS [Abnormal Event Guidance and Information System] that is being incrementally developed in four program phases.  More than two dozen collateral studies have been conducted to support the development of AEGIS and related technologies. 


While the NIST program provided a critical mass of funding and focused effort for the development of a significant new technology-based solution concept, the Consortium has developed a number of other approaches, technologies, and learning, some of which are candidates for further development.  In 1998 the Consortium unanimously agreed on the need to continue their collaboration and the pursuit of solutions to the ASM problem broadly defined.


Consortium members and NIST currently fund the consortium.  The cooperative agreement calls for the consortium to contribute 51 percent of the funds for the program.  NIST will contribute the other 49 percent, or $8.15 million.�





The goal of the NIST - funded program is to demonstrate the technical feasibility of collaborative decision support technologies for improving the performance of operations personnel.


 


The participants were selected to provide the widest possible view of the problem, and the best expertise.  The consortium is led by Honeywell, and has representatives from the largest petrochemical companies in the world.





The current consortium members are Amoco, BP Oil, Celanese, Chevron, Exxon, Mobil, Nova Chemicals, Shell Oil, Texaco, Union Carbide, MTU, Ohio State, Purdue and Toronto University, Applied Training Resources, Brad Adams Walker Assoc., Gensym Corporation, Technology Training Systems (TTS).





The consortium initially investigated and attempted to identify root causes of abnormal operations and to pinpoint best practices for preventing these situations or at least handling them most effectively, we formed teams and conducted surveys around the world, including the U.S.A., Canada, the U.K., Europe, and Japan. We visited a variety of facilities, including, gas processing plants, oil refineries, a coker, ethylene plants, polyethylene units, steam generating stations, as well as transportation and storage facilities.


The team identified the following key issues within plant operations and maintenance activities:


Lack of management leadership;


The untapped benefits and potential economic return;


The significant role of human errors;


Inadequate design;


Inadequate design of the work environment;


Absence of procedures for dealing with abnormal operations (as opposed to emergencies);


Loss of valuable information from earlier minor incidents;


Poor design of Human Machine Interface;


Too much or too little information;


No systematic assessment of hazards;


Deficiencies in hazard analysis; 


Deficiencies in hazard management; 


Deficiencies in quality of safety; 


Deficiencies in training;


Deficiencies in communication systems; 


Abuse of alarm systems; 


Lack of time to respond;


Poor diagnosis of problems;


Lack of root cause analysis; 


Deficiencies in mechanical integrity; 


Transferability of good ASM performance to other plants; and


The importance of teamwork and job design.





The ASM team has conducted many additional formal site studies, and other, less-formal, on-site analyses, to further develop our understanding of ASM best practices and deliver benefits to our Consortium member companies.  The ASM Consortium has agreed to share these best practices through paid site assessment studies to consortium and non-consortium members. 


The ASM assessment project is intended to help a given plant improve its ASM practices through a comparison of current practices to the observed state of the art. Although these comparisons are made, it is sometimes more effective to review these differences with selected individuals who have participated in the ASM Study. Such individuals would not necessarily be the same people throughout the review but would likely be people from the areas concerned as there may be additional input during the review that would indicate the degree of applicability (or non applicability) of a potential area of improvement.


The following paragraphs present an overview of key findings from our previous assessments, a comparison of strengths and weaknesses of ASM practices in a given plant compared to best practices identified at other sites, and an overview of our recommendations to help improve its ASM practices.


Traditional checklist-based audits of compliance with various standards or performance metrics frequently fail to assess the extent to which the organization as a whole has consistently adopted the rationale that underlies the standards.  Thus, compliance audits assess the extent to which the rules of the game are being followed; they do not typically assess whether the spirit of the game is understood. 


Many such audits result score profiles which contain significant variation, even though the average score is satisfactory or better.  The list of items on which the organization scores poorly are then treated as a punch list - as items to be fixed - and only rarely are underlying themes - especially organizational themes - identified which need to be addressed.  It is thus quite common to see recommendations to increase management training or to improve overall housekeeping.  Only rarely does an organization get a chance to identify its own internal inconsistencies, and to develop a systematic practice by which those inconsistencies can be identified and addressed.


The intent of an ASM audit is not to accurately assess the plant's performance on every relevant measure of success.  Indeed, given the complexity of process plants and the variability associated with units, shifts, seasons, etc., such an audit is not feasible.


Instead, the aim is to characterize issues specific to a particular site by identifying inconsistencies in the beliefs and practices reported by employees at varying levels of the organization.  We do not generally make an issue out of whether a signed policy exists.  However, we do determine, to the best of our ability whether the policy that is practiced is the same throughout the plant.


Overview: Previous ASM Assessments


During previous ASM assessments, the ASM team focus on the development of a shared understanding of what an abnormal situation is, as well as of the management techniques currently being applied to either prevent or respond to these abnormal conditions.  We discovered that abnormal situations cover a wide spectrum of events, ranging from major fires, explosions and environmental incidents to quality problems and production limitations.


The ASM team found plants in which incidents occur frequently, with typical costs ranging from $100K to well in excess of $1M per year.  For example, one plant experienced over 240 shutdowns annually with a total cost of about $8M.  Many of these shutdowns were preventable.  We found that refineries on average suffer a major incident once every three years costing on the average $80M.  The team examined other evidence such as one insurance company's statistics that documented the industry is claiming, on average, over $2.2B annually in equipment damage.�


These figures do not represent the total cost to the industry.  Within the industry, there is an absence of metrics that enables easy assembly of the cost of abnormal situations, especially smaller ones that can occur on a daily basis.  


The ASM Team estimated that preventable abnormal situations have over $10B impact on the operations of U.S. based companies.  The key to reducing this impact is the development of both improved methods of preventing abnormal situations as well as improved methods of responding during process disruptions.  We have observed effective, and less than effective, approaches to the development of such methods.


At some sites, the team observed a tendency to design the system to optimize the process.  This “design for normal” philosophy can lead to conflicts during process disruptions. For example, the addition of an extra alarm can be useful during normal operations, yet during process disturbances this alarm and many other non-essential alarms can mask important information and hinder diagnostic activities.


On the other hand, one plant we visited applied as much effort in considering abnormal conditions as normal conditions during the design phase.  The designers had evaluated the best strategies to implement advanced control algorithms and had applied knowledge to the system to better position the system for manual intervention.  Their design team built hidden display information and procedures behind common plant schematics that only appeared during specific upset conditions.


We also discovered that poor integration of systems such as DCS, dedicated alarm tools and safety shutdown systems hindered situation assessment, root cause diagnosis, and decision making, because operations personnel had to mentally integrate information from all three systems.  Poor integration often results in time delays that impede the quick responses required in abnormal conditions.


We have observed that there is a tendency to design the human-machine interface for operators, even while expecting many other users such as engineers, technicians, planners, supervisors to access the same information.  This lack of consideration of multiple user requirements either puts extra workload on the panel or board operator to help the “foreign” users, or unnecessarily increases the time for these users to diagnose problems and react.


Most plants have good personnel with adequate experience who know many ways to improve their existing system. [However, due to re-engineering and budget cut backs, many organizations were short of resources. In addition, the lack of appropriate ASM metrics limited the ability to justify expenditures for ASM related activities.]


Every plant that we visited had inadequate training methods that relied on luck rather than a systematic approach to training.  Most foundation training was adequate.  The quality of the on-the-job training depended on who was assigned to the trainee. In general, refresher training was either non-existent or inadequate.


In the previous remarks, we highlighted key issues and characterized some of the existing limitations in ASM practices found at the other sites. These practices are observed and compared to a body of best practices using a formal methodology.


Methodology


The information contained in the audit report is based on interviews and observations by the audit team.  The findings are based strictly on what we observed or what we were told.  Information gathered is based on interactions with some of the operators from the four crews over parts of three days. There is therefore, some statistical uncertainty in whether the findings are fully representative of all people under all operating conditions.  


Findings may be positive, representing observations of things that are being done well in comparison with best practices elsewhere.


  


Findings may also represent opportunities for improvement.  In those cases, we provide recommendations for consideration by a given Plant’s Management.





James Reason of the Department of Psychology at the University of Manchester, England in his paper “Too Little and Too Late”: A Commentary on Accident and Incident Reporting Systems,” has provided a valuable insight for organizations to evaluate proactive safety state indicators.  Five possible information channels (which together comprise the safety information system) derived from a model of accident causation. The ASM audit team evaluates each of the channels described.  








These channels as described by James Reason consist of: -





Channel 1: Accident and incident reporting systems - our goal is to determine if the site has a reporting system and how effective the reporting system is at capturing all categories of incidents, if any analysis is done and if recurrent patterns are identified, if the system allows information extraction in the form of reports.





Channel 2: Unsafe act and near miss reporting - our goal is to identify if the organization is doing any measurement and analysis in this area





Channel 3: The precursors of unsafe acts - our goal is to evaluate the environmental and psychological precursors of unsafe acts: poor workspace design, high workload, unsociable hours, inadequate training, poor perception of hazards, and the like.  This is dealt with in the body of the report.





Channel 4: Failure type indicators - most sites do not have indicators and we recommend starting with general failure types (GFT’s) whose indicators are derived empirically from close observation of various organizational activities.  This method was adopted by a research group from the University of Leiden and Manchester in a three-year project sponsored by Shell International in The Hague.  If the site does not have a failure state profile we recommend starting from this reference source.





Channel 5: Stylistic or culture indicators - at present, there is no standardized form for these assessments. However, Reason suggests the following 7-point rating scale summarizes some of the issues that might be considered.  As a basis of reference the ASM team has used these definitions as a benchmark to compare a given companies top-level commitment, competence and cognizance factors.





1. Pathological - Safety practices at the barest industry minimum.  No top-level commitment to the pursuit of safety goals.





2. Incipient-reactive - Keeping just one step ahead of the regulators, but showing some signs of concern about accident trends.





3. Worried-reactive - Beginning to get seriously worried about continuing runs of incidents or accidents.





4. Repair-routine - reasonable sensitivity to past events and possible future ones.  Safety data collected and analyzed, but problems dealt with only by local repair action.





5. Conservative-calculative - Possess a wide range of auditing techniques and workplace safety measures but still highly “technocratic” in their remedial measures.  The organization remains firmly locked into the technical and human error safety eras.





6. Incipient-proactive - Characterized by an early awareness that “engineering fixes”, selection, training and motivation are not enough.  Actively searching for better solutions.  Beginning to acknowledge the importance of organizational and managerial factors.





7. Generative-proactive - Many proactive measures in place.  Organizational safety measures under constant review.  Top-level commitment to improving safety culture.  A range of diagnostic and remedial measures continuously was being reviewed and implemented.  A marked absence of complacency. � 





The Best -in-Class sites visited are a 7 but on average we have witnessed a lot of sites that fall into the level 5.  


What are “Best Practices”?





Based on our own experience (with input and feedback from the consortium) we define best practices. We get insights from various professions, professional associations and organizations, and regulatory bodies (e.g., American Petroleum Institute, American Institute of Chemical Engineers - Center for Chemical Process Safety, the Human Factors and Ergonomics Society, and Occupational Safety and Health Administration). The team has pre-defined standards and judges each site based on experience and expert opinion.











The Best Practices are broken into sections covering: -





Organizational/Work Environment


Control House Environment


Process Control Applications


Equipment and Facilities


Alarm Management


Procedures


Operator Vigilance


Human Interface


Operations Training and Skills


Communication





The ASM Consortium recognizes the OSHA 1910.119 Process Safety Management Regulation as a Best Practice.  Although this is not an International Regulation and is intended to cover North American Industry, many International companies who recognize these Best Practices and have adopted them throughout their organizations have applied the standard.  





The work came out of extensive studies of plants (PETROSEP - OSHA in 1990 initiated the Special Emphasis Program in Petrochemical Industries, whose purpose is to determine whether management systems governing safety and health procedures for maintenance activities, contractor activities, and operations are in place to control risk).  





OSHA reviewed the process safety management practices currently in place across industry as well as the trade associations and standards-setting organizations. On the basis of substantial current compliance found by OSHA and its consultants, widespread familiarity with the concepts and procedures of PSM, and the availability of technical consultation within and outside the affected sectors, OSHA has determined that the “Final Rule” for managing process hazards is technically feasible.  Implementation of process safety management should generate cost savings in the form of improved worker productivity, reduced incidence of property damage, diminished probability of lost production, and reduced employee turnover.�  





For this reason the consortium strongly recommend that these or similar practices are adopted.





Management commitment to the development and continuous improvement of systems that support excellence in operational practice, and employee adherence to those systems characterize excellence in Abnormal Situation Management (ASM) practices.


In our experience, these systems must ensure that:





The plant’s employees understand what Abnormal Situations are, how often they arise, and why;


The plant’s processes effectively minimize the impact of abnormal situations;


The plant’s communications of goals, processes, and status is effective and comprehensive;


The knowledge and ability of the plant’s employees is continuously and appropriately enhanced;


The plant’s employees work in a supportive culture, and in an appropriate and safe environment;


The plant seeks opportunities to innovate and apply new technologies to continuously improve;


The change that results from continuous improvement is well managed.





The ASM Site audit offers manufacturers an opportunity to fix a large proportion of problems without the addition of extra technology or equipment.  The audit is based on current and past experience such as incident reports covering the last two years, maintenance records and log books are reviewed and confirmed through a wide variety of interviews. 





The audit identifies enhancements to the existing measurement techniques to quantify and establish benefits from a proposed improvement program.  The audit is also the foundation stone to identifying the second stage technology enhancements, again based on needs identified during the audit.





The one stumbling block I have witnessed, even at some sites that have completed the first part of an audit, is that some managers accept and condone inadequate management systems.





The number one challenge that I have quoted many times before is that Management is not providing leadership and direction.  They must be committed to fixing the problems.  It is management that is responsible for Management Systems and eliminating bad behavior.





What W. E. Deming said about quality also applies to ASM: “The… problem has started with management condoning inadequate systems.  The aim of leadership is to help people and machines to do a better job.  Management’s job is to improve systems – what else?”





It is up to management to make sure that the sources of incidents are determined and a strategy is adopted to reduce and eliminate them; then, metrics can be derived to monitor progress.  This represents a fundamental change – and requires committed senior management taking the initiative and becoming champions of the ASM program and eventually evangelists to the workforce.





Solving the Management Problems requires a continuous improvement process.


As most plant managers have discovered it is attention to detail and a continuous improvement process that makes a difference.  As you solve a problem people become complacent as the solution becomes part of everyday use and the reason for the solution is forgotten and new daily demands require new focused attention on them.  Constance Perin in a paper entitled “British Rail: the case of the unrocked boat” comments on this subject in his commentary on the Clapham Junction railway accident.�  James Reason also quotes:-“There is plentiful evidence to show that a lengthy period without a serious accident can lead to the steady erosion of protection as a productive demands gain the upper hand in this already unequal relationship.  It is easy to forget to fear things that rarely happen, particularly in the face of productive imperatives such as growth, profit and market share.  As a result, investment in more effective protection falls off and the care and maintenance necessary to preserve the integrity of existing defenses declines”.�





The site study assessment can help plant managers identify holes in their protection or management systems, however, more than a simple fix is required to solve some of the key issues previously described.  Today we have good techniques to address human error issues however, few people in industry are trained on this subject.  In the OSHA 1910.119 Process Safety Management Regulation this subject is raised during Process  Hazard Assessment but little is revealed in the commentary.  The only way industry is learning from OSHA is by other company’s failures that lead to public awareness through citations.  Some good Safety Consultants like JBF Associates, Inc. in Knoxville, Tennessee have provided papers and workshops on “Human Errors during Process Hazard Analyses”�, this is still not enough.  We need to be including this in the curriculum of our Chemical Engineering courses, in operator certification training, and for all design engineers. 


Some problems can be addressed initially by best practices but we have identified this is not enough, new tools are required to address a deficiency that exists and has created the problem in the first place.  For example, alarm management, this is a problem in every plant around the world that uses a computer-based systems such as a DCS.  The problem varies from site to site and system to system but can be categorized as too many alarms (abuse) that leads to alarm floods during disturbances, no control that leads to poor maintenance and lots of standing alarms and alarm creep, lack of knowledge how to resolve the problem.  


The alarms are too little too late, the control system often masks a problem by compensating for a hidden failure such as a sticking valve, a transmitter drifting or a controller failure.


Many engineers including this one have presented papers on how to reduce alarms by developing an alarm philosophy, completing an alarm objective analysis and an alarm statistical analysis and then re-designing the alarm management system.  This works really well and can reduce the number of alarms by often 50%, and removal of lists of standing alarms to a couple, but this is never enough.  The reason it’s not enough is because these techniques do not address the real problem, and that is the one, which led to a new alarm. 





Ever since the introduction of the small electronic (digital) window and the loss of the traditional mimic panel people have been demanding alarms to provide that overview, even if the alarm never changes the fact that it is there is reassurance to the operator. To resolve these issues people have started to re-design the Human Machine Interface in an attempt to bring the overview display back into the control room. The re-design has shown some benefit, but we are still left with too many alarms. The ASM team has been developing technology that will directly address these issues and many more, we have exploited technology that uses quantitative and qualitative mathematical techniques that when grouped together will identify and classify common failures.  These techniques will eliminate the need for many reactive alarms and will introduce predictive solutions to catch early failure of equipment, to identify process changes such as feedstock quality, catalyst degradation, etc.





The ASM Consortium are resolving many issues and are introducing a wide range of solutions which the industry will witness over the next couple of years, people will here about new style control rooms that are designed different to any seen so far.  They will have addressed critical issues such as operator vigilance, human factors, workspace design, creating a learning environment at the job site. User interfaces that are different to current practices.  They will have built in navigation techniques with on-line information for decision support, they will not be 3D, they will have few colors, and they will utilize “ActiveX” and JAVA applications for speed and efficiency.  Navigation will be driven by failure detection/prediction and will bring the chart recorder display back into operation.  Trends will be more popular than alarms and they will be automatically monitored by the system and will only come into automatic focus when the operator needs to know something is changing.





The work of the consortium is regarded as propriety, but the products that come from the research will be available to the rest of the CPI a couple of years after the consortium has used and tested the technology. I predict non-consortium members will be challenged during justification of the new technology because of their lack of understanding about the problems and issues.   The other challenge will be around expertise, unfortunately we have a worldwide shortage and the consortium members are leveraging these scarce resources.  The consortium has decided to continue for at least another three years. They have opened the user membership to the rest of the worldwide CPI with a limit of just four new members per year to control disruption to the program as new members get up to speed with the last five years of work.  Hence, the mission and charter for the next three years are described below:-





Mission


The Abnormal Situation Management Joint Research and Development Consortium will conduct research and share experiences on factors contributing to the successful reduction of abnormal situations in petrochemical processes, and will develop, evaluate and prove new solutions to reduce risks even further.


Objectives


The ASM Joint R&D Consortium has defined objectives to focus consortium activities in specific areas where there is a potential to significantly improve ASM practices (updated August 1998). The following focus areas shall receive priority over the (1999) three-year (non-NIST) program.  The amount of emphasis given to projects in each focus area will be determined jointly by members of the Consortium through the project definition process.


Abnormality Diagnosis and Warning—Investigations and solutions pertaining to abnormal event diagnosis and warning shall span issues concerning the design, implementation and use of alarm systems, state estimator technologies, notification techniques to effectively orient operations to process disturbances and equipment failures. Priority will be given to project proposals with the following detailed objectives:


Procedural Operations—Investigations and solutions pertaining to procedural operations shall explore issues concerning the design, implementation and use of manual procedures, automated procedures, dynamic procedural support techniques and tools to effectively prevent and respond to plant abnormal situations.


Assessing and Learning from Experiences—Investigations and solutions pertaining to assessing and learning from experiences shall address issues concerning the design, implementation and use of incident reporting, logging systems, training programs, analytical tools, production planning systems and other plant management systems to effectively evaluate and communicate plant ASM performance.


Within these focus areas, the Consortium shall engage in the following activities to provide value to member companies with emphasis on providing solutions that address specific issues from the plant management systems and human factor perspectives:


Identify and categorize the area’s unique issues with respect to abnormal situation management.


Analyze and recommend solution approaches for the issues defined in each focus area using the best existing methods and technology, providing a comprehensive description of metrics, approaches and recommendations.


Identify and evaluate potential technologies and/or methods that can make significant (quantum) improvement in ASM practices relevant to the focus area.


Conduct field tests to demonstrate the level of improvement possible with a comprehensive new paradigm for the focus area.


2. Membership


Purpose.  This section defines the categories of membership of the consortium and the roles and responsibilities of members in each category.  


We have identified a need for multiple membership types. The membership shall consist of four types of members, Honeywell, User, Associate and University members. For each membership type, we specify roles and responsibilities in the form of participation requirements and resource commitments.


The model for member resource commitments requires a minimum cash contribution. The cash contribution gets allocated principally to a Consortium Joint Fund. All members (except Associate members) are eligible to receive partial funding from the Consortium Joint Fund for their participation in program projects.  However, in practice only a few members will actually receive joint funding since we will conduct at most two field studies with this budget.  This money will most likely get used to cover prototype proof-of-concept expenses.  Approximately, 60-70% of the Joint Fund is allocated to directly fund project activities.  The remaining 30-40% shall be allocated to program management and pre-product solution management expenses. � 





More details on the use of the consortium have identified a two-stage approach to address these issues.  The first is a best practice approach designed to fix and enhance the existing management systems and practices.  The second stage involves the use of technology to demonstrate the technical feasibility of collaborative decision support technologies for improving the performance of operation personnel.  The proposed system-level solution, AEGIS (Abnormal Event Guidance Information System) provides generic pre-competitive technological innovations in collaborative human-machine interaction, system architecture, and a system customization toolkit to achieve this broad-based technological and economic impact�.


�
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